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COMMENTARY 

Dark Patterns, Bright Line: What Amazon’s Settlement Teaches 
Businesses 

BY ELLIOTT ADAIR 

The Odyssey received all the attention this summer, but last year it was the Iliad that made 
news in the legal world. Amazon agreed last September to a record $2.5 billion settlement with the 
FTC over allegedly deceptive enrollment and cancellation practices tied to its famous Prime 
subscription.1  Prime’s cancellation process had a reputation for being notoriously difficult.2   
Rather tellingly, Amazon employees allegedly nicknamed the cancellation process the “Iliad,” 
perhaps in a nod to the epic ordeal they hoped to create for customers attempting to cancel.3  

The FTC alleged that Amazon intentionally engineered that difficulty.4  “Project Iliad” thus 
offers a great example of what can happen when companies are too aggressive with their 
subscription retention practices. The record settlement offers an opportunity to ask a broader 
question: at what point does an attempt to retain a customer cross the line from legitimate 
persuasion to illegal conduct?   
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The Rise of the Subscription Model 

Subscription services continue to gain popularity and utility. Businesses value them 
because they provide a steady, reliable stream of recurring revenue. Consumers have embraced 
subscriptions too, drawn in by their convenience and loyalty discounts. Companies use a variety of 
strategies to grow their subscriber base: 

·      Free Trials: A common strategy used across mobile apps. 
·      Sign-Up Bonuses: For example, additional free items bundled with clothing 
subscription boxes. 
·      Freemium Offerings: Utilized by apps such as Spotify or Wealthfront. 

By 2026, most adults have likely been drawn into a subscription by one of these tactics. 
But regardless of marketing techniques, the younger generations seem to appreciate the 
subscription model. A recent poll showed that 39% of millennials used product subscriptions for 
most or all the products they regularly used over the last six months.5 Gen Z was not far behind at 
31%. 

Dark Patterns and Subscriber Retention 

Not only have most adults tried a subscription, but most have also endured the frustration 
of trying to cancel one. Many businesses try equally hard to keep their customers as they do to get 
them to sign up in the first place. That can benefit consumers when it takes the form of a genuinely 
generous retention offer, but there are often more sinister intentions behind subscriber retention. 
These intentionally difficult cancellation processes are called “dark patterns” or “deceptive design 
patterns.”6  The goal of these patterns is to lower the percentage of customers willing to go to the 
effort of canceling a subscription, thereby reducing “churn.”7 These aggressive retention tactics 
often follow similar patterns: 

·      Long labyrinths through a company's website just to find the hidden cancellation page. 
·      Numerous pages to click through and survey questions to answer before cancellation 
is finalized. 
·      Forced detours through multiple retention offers. 

The Evolving Regulatory Landscape 

The FTC has combatted deceptive subscription practices since 2011 through the Restore 
Online Shopper’s Confidence Act (ROSCA).8  But as subscriptions have grown and the landscape 
has evolved, regulators have sought additional tools in the fight to protect consumers.
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In 2024, the FTC moved forward with a new “Click to Cancel” rule. 9 It was, however, 
vacated by the Eighth Circuit in 2025 for violating the Administrative Procedure Act.10 Still, 
close to 30 states have adopted their own automatic renewal laws, and some are even more strict 
than what the FTC had proposed.11 The FTC has not backed down either. It continues to 
challenge subscription practices under section 5 of the FTC Act which empowers them to take 
“action against unfair or deceptive acts or practices” in commerce.12  It also pledged to revive the 
“Click to Cancel” rule through an Advance Notice of Proposed Rulemaking (ANPRM) in March 
of 2026.13 

What Lies Ahead for Businesses and Consumers 

Although no formal “Click to Cancel” rule is currently in effect, subscription practices 
will remain under close regulatory scrutiny and may still be subject to enforcement under state 
consumer protection laws and the current version of the ROSCA. As a result, companies that 
offer subscriptions should exercise caution by avoiding retention practices that could be seen as 
deceptive or overly burdensome. While consumers will still encounter frustration when 
attempting to cancel subscriptions, they are likely to see the most aggressive retention tactics 
become less common as companies adapt to this new environment of heightened enforcement. 

The Amazon settlement does not signal the end of the subscription model. Customers 
value the convenience of subscriptions, and businesses value the predictable revenue they 
generate. Companies will continue to use marketing and psychological tactics to attract and keep 
their subscribers. What has changed is the legal risk associated with those tactics when they 
impede a consumer’s ability to cancel. The FTC drew a line and made it clear what it will cost 
companies to cross it. 
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